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Specifications

Overview

The Watchdog 1000 Environmental Monitoring U
alarming capability needed to detect climate conditions in data center S.

Environmental Monitoring Units are equipped with a built

graphs, are generated by the unit

software other than a web browser is required
The Watchdog 1000

Environmental

Temperature

Operating:

Storage:

Humidity

Operating:

Storage:

Elevation

Operating:

Storage:

Electrical

10°C (50°F) min
-25°C ( -13°F) min

have a built -in temperature sensor
ports for the connection of external sensors and 3 I/O ports
1000 suppo rt the use of

-in web server

for operation
The Watchdog 1000
for optional remoter sensors.

network cameras.

45°C (104°F) max
65°C (149°F) max

5% min 95% max (non -condensing)
5% min 95% max (non -condensing)
0 m (0 ft) min 2000 m (6561 ft) max

0 m (O ft) min 15240 m (50000 ft) max

6-12 Volts DC, 2 Amps

Power Over Ethernet (POE) Enabled

Networking

Protocols

HTTP, HTTPS (SSL/TLS), SMTP, POP3, ICMP, DHCP, TCP/IP, NTP,
Ethernet Link Speed

10 Mbit; half

Data Formats

-duplex

HTML, SNMP, CS V/Plain Text , XML
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nits provide remote environmental monitoring and

The Watchdog 1000
Web pages, including
to monitor environmental conditions within the cabinet.
and sev eral data formats are available
has 16 expansion



EMC Verification

This Class A device complies with part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

This Class A digital apparatus complies with Canadian ICES -003.

Cet appareil numérique de la classe A est c onforme a la norme NMB  -003 du Canada.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the userdés authority to operate t
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Installation

Guidelines
1 If the Watchdog 1000 Environmental Monitoring Unit is installed in a cabinet the ambient
temperature of the rack should be no greater than 4 5°C.
1 Install the Watchdog 1000 Environmental Monitoring Unit such that the amount of airflow
required for safe operation of equipment is not compromised.
1 Mount the Watchdog 1000 Environmental Monitoring Unit so that a hazardous condition is not

achieved due to uneven mechanical loading.

Mounting

DETAIL A

Figure 1: 19" Horizontal/Panel Mount Brackets (7938)

Using the 190 horizont al / pan ehviromoental Moniboring tJikte t do, raclaast a c h
shown
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Network Overview

This product comes preconfigured with a default IP address set . Simply connect to the
Environmental Monitoring Unit and access the web  page with your browser.

Default __IP_Address

Watchdog 1000 units have a default IP address for initial setup and access to the unit if the assigned
address is lost or forgotten . Once an IP address is assigned to a unit, the default IP address is no

longer active. To restore the default IP address, press and hold for approximately 20 seconds the
resetbutton for approximately 20 seconds. The reset buttonis located belowthe netw  ork connector
The idle and activity lights on the network connector will both light up when the IP address has been
reset.

Note: Pressing the reset button will restore the default IP address and will also clear all password
settings.

The Configuratio n page allows you to assign the network properties or use DHCP to connect to your
network. Access to the unit requires the IP address to be known, so use of a Static IP or reserved

DHCP is recommended. The default address is shown on the front of the uni t:
T IP Address: 192.168.123.123
M Subnet Mask: 255.255.255.0
1 Gateway: 192.168.123.1
Initial  Setup

Connectthe Watchdog 1000 unit to your computer using a crossover cable or hub/switch.

Windows OS
Navigate to the Local Area Network Adapter Connections Properties and change the Internet
Protocol Version 4 (TCP/ I Pv4) Properties. Sel ect fi U
settings:
A IP Address: 192.168.123.1
A Subnet Mask: 255.255.255.0
A Gateway: Leave blank
rIntemet Protocol Version 4 (TCP/IPv4) Properties li]ﬂ_hjw

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

~) Obtain an IP address automatically

@) Use the following IP address:
IP address: 192.168 .123. 1
Subnet mask: 255.255.255. 0

Default gateway:

@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Advanced... |
OK |l Cancel ‘

Figure 2: Network settings for initial setup. Images varies depending on Windows versions.
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Save changes.

accessible i we b browser

(page 17) for details.

d now be
. See Unit Configuration

The uni t shoul
http://192.168.123.123/

n a

Mac OS
Open System Preferences via the Dock or the Apple menu.

Sel ect ANet wor ko

under Al nternet & Network. o
Sel ect AEt hernetd from the 1ist on the | eft side of
right side of the window:
A Configure: Manually
A IP Address: 192.168.123.1
A Subnet Mask: 255.255.255.0
A Router Leav e blank
@00 Network
[« /> || ShowaAll | Q
Location: ‘_Aq;g_rpgtig 2]
Status: Connected
Ethernet is currently active and has the IP
address 192.168.123.1.
Configure IPv4: | Manually &
IP Address:  192.168.123.1
Subnet Mask: 255.255.255.0
Router:
DNS Server:
Search Domains:
\ (?)
+ ] [ar [ Advanced... | (2
o
l. Click the lock to prevent further changes. \7Assist me... Revert Apply

Figure 3: Mac OS network settings for initial
Apply changes.

The uni t shoul d

http://192.168.123.123/

no
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setup. Image varies depending on Mac versions.

be accessi bl e i

(page 17) for details.

w n

browser
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Web Interface

Overview

The unit is accessible via a standard, unencrypted HTTP connection as well as an encrypted HTTPS
(SSL) connection. The following web pages are available:

Sensors Page

The front page , Sensors, gives both instantaneous and  historical views of t he wunRedltnee dat a
readings are provided for all sensor data nextto historical graphs.

Optional cameras may be added and their live snapshot s are shown on this page. On Watchdog
1000 unit, p lug -and -play sensors appear bel ow the internal sensors when attached

The menu bar allows access totherest ofthe Envi r onment al Mo nfanttionalityn.g Uni t 6 s

Sensors’

L 1D 28B9AAEA010000F8
Logging
Bl ieeatue () 76.10 °F Real-Time
Di: a
Eplay 0 Sensor Readings
Oonﬁg 99 UT UV =99 OV
99 0: 0V -99: 5V
Help
[ PDA/Phone | XML | MIB ] T 100
80
Graph 60 / Historical
Color Code 40 Sensor Data
Alternate 2
Formats O iy Had 704 sed Hd zd T od
English Francais th3r | Deutsch B&sE Espaiiol
Figure 4:Sensors Page i Internal Temperature Sensor
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Log ging Page

The Logging page allows the user to access the historical data by selecting the desired sensor s and
timerange tobegraphed. Selected sensor values are logged into the data file at a rate of one point

per minute. Please note that although data is logged once per minute, all sensor data used in the
real time display and alarm functions is read at least once every 5 seconds for internal sensors and
once every 30 seconds f  or external sensors . Recorded data is available for download in a comma -
separated values (CSV) file.

Display
Config

Help

84

82

80

78

PDA/Phone | XML | MIB

76

74

7d 6d 5d 4d 3d 2d 1d 0d
Time Range:’ | 7 Days v Maximum loggable time span:’ 68.27 days
Watchdog 1000 28B9AAEA010000F8
Graph’ Logging Control’
- Temperature (F) 74.75 °F Selected v Normal v
Analog-1 99 fSerzBSOI’Sh » Normal v
Analog-2 99 Opslan Normal v
Anzlog-3 99 J Normal v
Reset Log§
Save Changes |
CVS Data

Download Link —P[Click here to download CSV log data]

Figure 5:Log ging Page
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Display Page

The Display page allowsthe userto assign friendly names to internal and attached sensors as well
as change the default temperature unit of measure for sensors.  The display page also allows the
user to select between the default and classic web page layouts. The default interface displays a

vertical menu bar to the left of the main window, while the classic interface displays a horizontal

menu bar across the to  p of the screen.

o Display’

SRS General

Logging o

Default Language:” | English v |

Dis ———
o

Config Temperature Unit: | Fahrenheit v |

Help Internal Temperature Offset:” |0 v

PDA[Phose | xMi. | 1B Interface Type:’ | Default v |

Save Changes |
Unique Address Device Type Friendly Name
28B9AAEAN10000F8 climate ‘Watchdog 1000

[} Remove all unplugged devices

Save Changes |

Friendly Name

01 Analog1 | | oooo  |ssoo0 || .
10-2 |Analog-2 || lo.000 | [99.000 || Anf’ilog s
o E | ok I ‘ Adjustment
103 |Analog-3 ' | 0.000 | 99.000 ||
Save Changes |
English | Francais | $h¥% | Deutsch | H#&ZE | Espaiiol

Figure 6: Display Page
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Alarms Page

The Alarms page allows the user to establish alarm conditions for each sensor reading. Alarm

conditions can be established with either high or low trip thresholds. The alarms are displayed in
different sections based on the device the alarm is associated with. Alarm notification options
include Email and SNMP Trap. See Alarms (page 22)for details.

¥4
Sensors Alarms’
L e T iog 1000 e ———
Logging
Display | Temperature (C) v | Alarm must remain tripPed foriL | (min) ‘E-‘mail . E] ?
tripsif |Below ¥ | before notification’ ~ (E-mail 1)
Config threshold:’ -999.0 ‘1 -— U (E-mail 2)
— Repeat every:” No Repeat v | ") (E-mail 3) ¥
Help

PDA/Phone | XML | MIB Save Changes | Add New Alarm |

Alarm Behavior

Unplugged Alerts:” | Enabled ¥ |

Save Changes ]

English | Francais | $h¥ | Deutsch | HZE3E | Espaiiol

an

Figure 7: Alarms Page
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Configuration Page

The Configuration page has five sub
See Unit Configuration

-tabs ; Network , Monitoring , Diagnostics , EventLog , and Admin .
(page 17) for details.

Configuration Network Tab

The user can enter and update the network settin
page. See Unit Configuration section for details.

gs on the Network tab of the Configuration

Sensors Configuration

Hame L
Loggi

099ing Current Network Configuration set statically

Display Link Speed: 10Mbps/half-duplex

Monitoring '® Use Static Network Configuration and DNS server addresses:
Diagnostics IP Address: }192.168.1{0.205

Event Log Subnet Mask: [255.255.255.0 |

Admin Gateway: [192.168.140.254 ]

Help Primary DNS Server: 208.67.222.222

PDA/Phone | XML | MIB

Use DHCP for Network Configuration and DNS Server Addresses
'/ Use DHCP for Network Configuration and Static DNS server addresses:

Secondary DNS Server: |208.67.222.220

Save Changes

Protocols: | HTTP and HTTPS v |

HTTP Port: (80 |
HTTPS Port: (443 ’|

Telnet Service: | Enabled v |

Save Changes
English | Francais hy Deutsch | H&E Espaiiol
Figure 8: Configuration Network Tab
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Configu ration Monitoring Tab

The user can enter and update the email alert, SNMP, and camera settings on the Monitoring
tab of the Configuration page. See Unit Configuration section (page 17) for details.

Sensors Configuration
— e —
Logging
Protocols: | No Authentioation (email relay) ¥
Display
SMTP Server:
TP Rt 25
Network “From” E-mail Address:
Moaitoring Send alarms to this recpient:  Wneys Qsines. e b
e o
Soprencs To E-mmail Address 1: | »
et ing To E-mal Addvess 2: | .
el To E-mal Address 3: | 1 .
Help. To E-mail Address 4 .
To E-mail Address 5t .
0a (mhane | 0t | w1
Save Changes
SR Y

Start Time: 09:00

End Time 17200
Sun Mon Tue Wed Thu Fri St

Viesk Days: v % ¢ o+ ¥
Save Changes |
_hour_ _mn_
Report Timas' 00| 00 Raport Periadk | 24 hours v
(5] 59 s
E-muil Destinations: Delete Thiz Report:

_Save Changes | Add New Report|

SNMP Service: | Enabled ¥
Temperaturs Precison: | 1x degree CF ¥
Read Community: public
Listen port for GET: (161
Trsp Community: [private
Write Community: private
TrapType:  V2C Notity ¥

Trap 1P Address:port 1: 192.168.140.140:162
192,168,140, 340

Trap 1P Addvessiport 2:

Save Changes.

Send Test SNMP Trap |

Manager Privacy Password: 12345678

Trap User: Trap
Trap Authenticaton Password: 1723‘5‘1!
Trap Privacy Password: 12345678
_Save Changes |

Cam L. 1P Address: 0.0.0.0

Modsl: | No camera v]
Usarname:
Pasmwords
Cam 2, 1P Address: 0.0.0.0
Modeli | No camera v}
usmame: ||
Fassword:
Cam 3, 1P Address: 0.0.0.0
Modsli | No camera v]
Usarnamat
Password:
Cam 4, 1P Address: 0.0.0.0

Model: | No camera v
Usarname: |
Password: | |
Save Changes
English | Frangais | # | Deutsch | H#S | Espaiol

Figure 9: Configuration Monitoring Tab
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Configuration Diagnostics Tab

The user can update the Syslog settings on the Diagnostics tab of the Configuration page.
- - Y4
Sensors Configuration’
Alarms
g |
Logging
Facility | LOCALO v | [}
Display
Daemon Address:port 1: | ‘
m Save Changes I
Network
i
Diagnostics
Subsystems
Event Log = notice inform  debug
Admin os @ (] (]
Help Iwip v 1 i I J J [ 2]
socket ¥ ) 4 v = @ (=] =@
PDA/Phone | XML | MIB : = = = )
macphy 4 4 4 4 J J i} jo]
flashfl @ 2 4 v @ @ O @
webserv 2 2 T 4 f=] () | (]
spiOdev v v ) v @ (] @ @
device v 4 4 i O J O J
host 2 v 2 2 @ ) @ (]
setvars v v v 2 O J J ]
dynweb v v 4 v = @ @ B
snmp T I I " J m] O Ll
alarms v 2 4 v = @ @ =
email 2 2 4 2 O ] (| |
rtclock 7] v v 7] @ (] @ @
sntp v 4 4 i o ) O J
dns I 2 I 2 (] O @ =
datalog v =2 2l v l = ] J
graphin ¥ v 4 v = @ (] @
firmwar ! 7 i I O [i] (i) O
msgcatlg v v 4 v =@ @ @ @
Save Changes |

English | Francais | th¥ | Deutsch | H#&E | Espaiol
Figure 10 : Configuration Diagnostics Tab
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Configuration Event Log Tab

The user can view the Event Log and update the Memory Syslog settings on the Event Log tab

of the Configuration

Sensors
Logging

Display
Network

Monitoring

PDA/Phone | XML | M1B

page .

NVRAM Event Log

Configuration

Click here to view NVM event log

Clear NVM event log |

Memory Syslog

1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015
1/29/2015

23:
23:27
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

setvars:var_init: Reading
setvars:var_init: size of
setvars:var_init: Current

setvars:var_init: token_read=[VARS BLOCK HERE], from address ©x80440000.

setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:

socket :set static IP to 192.168.123.123

setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:
setvars:var_netstack_push:

socket :set static IP to ©.0.0.0

setvars:var_netstack_push:
setvars:var_netstack_push:

data from flash succeeded. Merged data will be written «
block in flash: 28524, current block 28524.
firmware rev [1071], data in flash from rev [1072].

secondary dns address set to static value: 8.8.4.4
primary dns address set to static value: 8.8.8.8
gateway set to 192.168.123.1.

netmask set to 255.255.255.0.

IP address set to 192.168.123.123.

DHCP status set to @.

MAC address was set to ©00:19:85:E@:0QE:48.
secondary dns address set to static value: 8.8.4.4
primary dns address set to static value: 8.8.8.8 =
gateway set to 0.0.9.0.

netmask set to 0.0.2.0.

IP address set to 0.0.9.0.

DHCP status set to ©.
MAC address was set to 00:19:85:E0:0E:48. s

M

Subsystems

os
Iwip
socket
macphy
flashfl
webserv
spiOdev
device
host
setvars
dynweb
snmp
alarms
email
rtclock
sntp
dns
datalog
graphin
firmwar

msgcatlg

Eifiergency alert critical | error  wamning  notice  inform  debug

Save Changes

Severity

@ @ @ @ @

| ) send logs now

English | Francais | $i% | Deutsch | H#&EH

Figure 11 : Configuration Event Log Tab
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Configuration Admin Tab

The user can set the system clock and admini strative information on this tab. Additionally the
user can set administrator and account passwords. See Unit Configuration  (page 17) section
for details.

Sensors. Configuration
Alarms
Logging
Reset ALL to Default Values
——
Network
Monitoring
Event Log
T
Help e

il cary over £ that devie 28 well, -

There are no warrantes, express or implied by this sction, by the operation of law or
thervise, of enabling this feature. GEIST DISCLAIMS ALL IMPLIED WARRANTIES OF
MERCHANTABILITY, SATISFACTION, AND FITHESS FOR & PARTICULAR PURPOSE,

Geist express warranties wil not be eniarged. diminished, or affected by and no obigation

o lability vill arise out of Geist rendering of technical or other advice or service in
‘connection with the alarms being set on the RS2.

The foregong warranies and remedies are exciusve and i beu o al cther warranbes and
i THERE SET FORTH THE EXCLUSION

emedes.
OF ALL IMPLIED WARRANTIES.

Set Clock method: | NTP Server ¥ |
GMT to local. (+/-Jhhimm |05:00

TP primary server [192.43 248,18
1924304438

NTP secondary server [129.6.15.28
61528

Sync b NTP sarver period (ssconds) (1800

DST is DISABLED
Enable DST: [ Disabled ¥ |

Contact Name: [John Doe
Contact Emait ohn.doe @fo0.com (worta)
Contact Phone: [000.123.5678
Device Location: [Somewhere | pocation)
Device Description: -
Save Changes.

Saved Configuration XML File

XML Fie: [ Choose Fie | No file chosen
Upload Local XML File |
Download Current XML File

SSU Certificate and Private Key

SSL Certficate and Private Key are INVALID
SSL Certificate Fie: [ Choose Fie | No file chosen

S Private Key Fie: [ Choose Fie | No fle chosen

Firmware package fle: | Choose Fie | No file chosen

Upload New Firmware.
English | Frangais | w3 | Deutsc @ | Espaiol

Figure 12 : Configuration Admin Tab
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Unit Configuration

Network Configuration

The unitds network conf i Yetworkt tabo of the Confgerationo rpage .h 8ettings
pertaining to the unités network connection are:

Figure 13 : Network Configuration

f
f

=A =4

=A =

DHCP: Allows the unit to request a dynamic IP address from a server on the network.

Static IP Address/Net Mask/Gate way: When not using a dynamic address, enter static
network configuration information here.
Telnet Service: Enable or disable the built  -in Telnet server. See  Telnet (page 20) for details.

HTTP Services: Enables/disables access via HTTP and HTTPS. Available options are: HTTP and
HTTPS, HTTP only, and HTTPS only. It is not po ssible to disable the web interface completely.
HTTP/HTTPS Server Port: Changes the TCP port that each server listens on.

DNS Servers:  Allows the unit to resolve host names for Email, NTP and SNMP servers as well
as cameras.
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